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Introduction: 

A Privacy Notice, also known as a privacy or data protection statement, is a document through which an 
organization outlines how it intends to handle and process personal data concerning individuals.  

This document outlines Peponi School practices regarding the processing of personal data within the 

schools. Peponi Schools, acts as the data controller, and is committed to safeguarding individuals' rights 
under relevant data protection legislation, including the General Data Protection Regulation ("GDPR") and 
Data Protection Act 2019. 

Respecting your privacy rights is paramount to Peponi Schools. We adhere to the highest standards of 
security and confidentiality when handling any personal information you provide to the Schools, in 
accordance with data protection laws. 

This Privacy Statement covers the following aspects: 

1. Details about the schools and its contact information, including contact details for the Data 
Protection Officer (DPO). 

2. Explanation of the types of personal data processed by the schools, how it will be utilized, the 
purposes for which it will be used, and the duration of retention. 

3. Identification of the legal basis for processing, where relevant. 

4. Disclosure of the third parties with whom the schools may share personal data. 

5. Explanation of data subject rights and instructions on how to exercise them, including information 
on the existence of any automated decision-making processes, if applicable. 

6. Information regarding international data transfers and the safeguards implemented, if applicable. 

Personal Data and Sensitive Data: 

Personal Data: Information that directly or indirectly identifies a student or a staff member, such as their 

name, student/staff ID number, address, date of birth, contact details, and possibly even their academic 
records or performance evaluations. It could also include data about their family members, such as 
emergency contact information. 

Sensitive Data: Information that, if mishandled, could cause harm or distress to the student/staff or their 
family. These are details about the student's/staff health, disabilities, special educational needs, disciplinary 
records, behavioral assessments, or information regarding their racial or ethnic background. Additionally, 

any information related to a student’s/staff religious or philosophical belief, or information about their 
sexuality or gender identity.  

Why We Obtain Your Personal Data:  
We collect personal data to support the provision of our services at Peponi Schools. This information might 
be acquired directly from you by our personnel or from other systems managed by Peponi Schools. 

Purpose and Legal Basis for Processing Personal Data: 

Any personal data gathered from you will only undergo processing by the Schools for the explicit and lawful 
purposes delineated in this Privacy Statement.  

Peponi Schools commits to ensuring that your data is processed in a fair and lawful manner, aligning with 
the principles of data protection as articulated in the data protection Act 2019 and GDPR. 

It's essential for the schools to assess the specific purposes and legal basis for collecting and processing of 

data including images during school activities in accordance with applicable data protection laws and 
regulations after obtaining consent from individuals depicted in the images where required. 

Additionally, the schools will provide individuals with transparent information about the collection and use 

of their data and ensure that appropriate safeguards are in place to protect their privacy rights. 



Specifically, your personal data may be processed for any or all the following purposes: 

PROCESS PURPOSE LEGAL BASIS FOR PROCESSING 

UNDER THE DATA PROTECTION ACT 
2019 

Student Information 
•Name 
•Date of Birth 
•Address 

•Contact details (phone 
number, email) 
•Nationality 
•Emergency contact 

information 
•Medical information 
(allergies, medical 

conditions, medications) 
•Academic records 
(grades, attendance, 
assessments) 

•Behavioural records 
(disciplinary actions, 
behaviour reports) 

To maintain accurate records of 
students and provide 
personalized education and 
support. 

 

Contractual necessity (for providing 
educational services), compliance with 
legal obligations (education regulations), 
legitimate interests (ensuring the welfare 

and safety of students). 

Parent/Guardian 
Information 
•Name 
•Relationship to the 

student 
•Contact details (phone 
number, email) 

•Occupation 

To communicate with 
parents/guardians, involve them 
in their child's education, and 
provide necessary updates and 

information. 

Consent (where required), legitimate 
interests (ensuring effective 
communication with parents/guardians), 
contractual necessity (for administrative 

purposes). 

Staff Information: 
•Name 
•Contact details (phone 

number, email) 
•Employment history 
•Qualifications and 

certifications 
•Performance evaluations 

To manage staffing, ensure 
qualifications and certifications, 
and facilitate effective 

communication. 

Contractual necessity (for employment 
purposes), compliance with legal 
obligations (employment laws), legitimate 

interests (ensuring a qualified and 
competent workforce). 

Financial Information: 
•Fee payments 

•Scholarship/grant 
information 
•Billing information 

To manage financial transactions, 
assess eligibility for 

scholarships/grants, and ensure 
proper billing. 

Contractual necessity (for fee payments), 
consent (for scholarship/grant 

information), legitimate interests 
(managing finances effectively). 

CCTV Footage: 

• Video recordings from 
surveillance cameras 
placed around the school 

premises, capturing 
images of individuals 
entering or exiting the 
school, as well as activities 

taking place within school 

To monitor and ensure the safety 

and security of individuals within 
the school premises. 

 

Legitimate interests (ensuring safety and 

security), compliance with legal 
obligations (security regulations), and 
protection of vital interests (in emergency 

situations). 



grounds for security 
purposes. 

Special Educational 
Needs (SEN) 
Information: 
•Individual Education 

Plans (IEPs) 
•Assessment reports 
•Accommodation 

requirements 

To provide tailored support and 
accommodations for students 
with special educational needs. 

Consent (where required), compliance 
with legal obligations (special education 
laws), legitimate interests (ensuring 
inclusive education). 

Extracurricular 
Activities: 
•Participation in sports 

teams, clubs, or other 
extracurricular activities 

To encourage student 
participation in sports, clubs, and 
other activities for holistic 

development. 

Consent (where required), contractual 
necessity (for managing extracurricular 
programs), legitimate interests (promoting 

student well-being). 

Student Images: 

•Photographs of students 
participating in school 
events, such as sports 
competitions, drama 

performances, or school 
trips. 
Parent/Guardian 
Images: 

•Photographs of parents 
or guardians attending 
school events, such as 

parent-teacher meetings, 
award ceremonies, or 
school assemblies. 
Staff Images: 

•Photographs of staff 
members engaged in 
school activities, such as 

teaching in classrooms, 
supervising students 
during breaks, or 
participating in staff 

meetings. 
Visitor Images: 
•Photographs of visitors to 

the school, such as guest 
speakers, workshop 
facilitators, or parents 
attending open days. 

Documentation of School 

Events: Images may be 
collected to document and 
preserve memories of school 
events and activities, such as 

sports competitions, 
performances, and educational 
outings. 

Communication and 

Promotion: Images may be 
used for communication 
purposes, such as sharing 
updates and highlights of school 

activities with the school 
community, including parents, 
students, and alumni. They may 

also be utilized for promotional 
materials, such as school 
brochures or websites. 

Identification: Images, 
particularly student/staff ID 

photos, serve the purpose of 
identification within the school 
environment and may be used for 

administrative purposes, such as 
attendance tracking and access 
control. 

Consent: In situations where individuals 

are identifiable in the images, obtaining 
their explicit consent may serve as the 
legal basis for collecting and processing 
their images. This is particularly relevant 

for photographs taken during school 
events or activities where individuals have 
a reasonable expectation of privacy. 

Legitimate Interest: The legitimate 

interest of the school in maintaining 
safety and security within the school 
premises can serve as a legal basis for 
collecting and processing images captured 

by surveillance cameras and other 
security systems. However, this must be 
balanced with the privacy rights of 

individuals. 

Contractual Necessity: In cases where 
the collection of images is necessary for 
fulfilling contractual obligations, such as 
producing student/staff ID cards or 

documenting school events as part of 
educational services provided by the 
school, contractual necessity may serve as 

the legal basis. 

Compliance with Legal Obligations: 
In some jurisdictions, there may be legal 
requirements or obligations for schools to 
implement security measures, including 

surveillance systems, for the safety of 
students and staff.  

Compliance with such legal obligations 
can serve as a legal basis for collecting 

images. 

 

 

 



Data Sharing and Disclosure  

At Peponi Schools we may share personal data with third parties for specific purposes related to the 

functioning of the schools. These third parties may include educational partners, service providers, or 
authorities involved in school administration, academic activities, or compliance with legal obligations. 

The purposes for which we may share personal data with third parties include: 

1. Academic Administration: Sharing data with educational partners or examination boards for the 
management of academic records, assessment results, and accreditation processes. 

2. Student Support Services: Sharing data with healthcare providers, counsellors, or support 
organizations to facilitate student well-being and support services. 

3. Operational Activities: Sharing data with service providers or vendors involved in school 
operations, such as IT support, transportation services, or catering services. 

4. Compliance with Legal Obligations: Sharing data with regulatory authorities, government 

agencies, or law enforcement agencies as required by law or to comply with legal obligations. 

We use third party technology providers to operate certain functions across the schools such as our 
Management Information System (iSAMS), safeguarding reporting system (CPOMs) and online learning 

platform (Teams, Firefly, Century tech). 

It is important to note that we only share personal data with third parties when necessary and in accordance 
with applicable data protection laws and regulations. We take appropriate measures to ensure that any 

third parties with whom we share data maintain the same standards of confidentiality, security, and data 
protection as we do. 

Data Retention and Protection Policy 

At Peponi Schools, data retention practices are carefully crafted to ensure the appropriate storage and 
management of various types of information. This includes student records, academic transcripts, staff 
information, financial records, and administrative documents. Our data retention policies are designed to 

fulfil intended purposes, comply with legal and regulatory requirements, and support operational needs. 

The purpose of our data retention practices is to maintain accurate records, facilitate historical analysis, 

and meet audit or compliance obligations effectively. We recognize the importance of retaining data for an 
appropriate period while ensuring it's not kept longer than necessary. 

When establishing data retention policies, Peponi Schools will considers factors such as the sensitivity of 

the data, statutory retention periods, academic or administrative requirements, and legal or regulatory 
obligations. Our policies align with principles of data minimization and privacy by design and privacy by 
default to safeguard information and uphold privacy standards. We strive to maintain transparency and 
accountability in our data retention practices ensuring the trust and confidence of our school community. 

Our data retention policy varies depending on the context in which the data is collected, such as studies, 
contracts, employment, or other purposes. For example, data collected for academic studies may be 
retained for a specified period to meet academic standards.  

Similarly, data collected in the context of contracts or employment agreements will be retained for the 
duration of the contractual or employment relationship and for any legal or regulatory requirements 
thereafter. 

In other cases, where data is collected for miscellaneous purposes not covered by specific regulations, we 
apply our standard retention periods based on the necessity of the data for the intended purposes.  

Our data retention practices are designed to ensure compliance with the Data Protection Act 2019 and 
other relevant regulations while balancing operational needs and legal obligations. 

At Peponi Schools, data protection is paramount to safeguarding sensitive information within our 

educational environment. We employ robust security measures like access controls, encryption, firewalls, 
antivirus software, and regular security audits to prevent unauthorized access or alterations to data. 



Compliance with pertinent data protection laws, including the Data Protection Act 2019 and GDPR, is 
integral.  

This involves establishing privacy policies, conducting privacy impact assessments, obtaining consent for 
data processing, and addressing data subject requests. Furthermore, we prioritize educating/sensitizing 
our staff, students, and stakeholders about data protection practices through training programs and 

sensitization awareness campaigns to foster a culture of responsibility and adherence to privacy 
guidelines within the Peponi Schools community. 

Rights under Data Protection Law: 

Under the provisions of the Data Protection Act 2019, you have specific rights regarding the processing of 
your personal data. These rights include: 

1. Right of Access: You have the right to request a copy of the personal data processed by the 
Schools. This right should be easily exercisable and available at reasonable intervals. 

2. Withdrawal of Consent: You may withdraw your consent to the processing of your personal 

data by the Schools at any time, provided that consent is the legal basis for processing. To do so, 
you must notify the school in writing. 

3. Rectification: You have the right to request the correction of inaccuracies in your personal data 

held by the school. 

4. Erasure: You have the right to request the deletion of your personal data where there is no 
longer a legal justification for its retention, subject to certain exemptions such as the use of 

pseudonymized or anonymized data for scientific research purposes. 

5. Objection: You have the right to object to the processing of your personal data under certain 

circumstances, including if the processing is based on legitimate interests or for direct marketing 
purposes. 

6. Restriction: You have the right to request the restriction of processing of your personal data in 

certain situations, such as contesting the accuracy of the data or if the processing is unlawful, 
need to prevent the erasure of the personal data to comply with legal obligations or objected to 
the processing of the personal data and wish to restrict the processing until a legal basis for 
continued processing has been verified. 

7. Data Portability: Where technically feasible, you have the right to receive a machine-readable 
copy of your data and to have it transferred to another data controller, provided that the 
processing is based on your consent and carried out by automated means. 

These rights are designed to ensure that you have control over your personal data and that it is 
processed in a fair and transparent manner. For further information on how to exercise these rights, 
please refer to the Data Subject Rights Requests Procedure." 

Privacy Notice for Transferring School Data via Management Information System (MIS): 

At Peponi Schools we are committed to protecting the privacy and security of your personal data. This 

Privacy Notice outlines how we handle the transfer of school data through our Management Information 
System (MIS) and the measures we take to ensure the protection of your information. 

1. Purpose of Data Transfer: We transfer school data through our MIS for various purposes, 

including academic administration, student management, staff management, and operational 
activities necessary for the functioning of the school. 

2. Types of Data Transferred: The data transferred through our MIS may include student 
records, academic transcripts, attendance records, assessment results, staff information, and 
other relevant administrative data necessary for school operations. 

3. Legal Basis for Data Transfer: The transfer of school data through our MIS is conducted in 
accordance with the legal requirements outlined in the Data Protection Act 2019. We ensure that 



appropriate legal basis, such as consent, contractual obligations, or legitimate interests, justify 
the transfer of personal data. 

4. Security Measures: We implement robust security measures to safeguard the confidentiality, 
integrity, and availability of the data transferred through our MIS. This includes encryption 
protocols, access controls, regular security audits, and adherence to industry best practices. 

5. Data Recipients: School data transferred via our MIS may be accessed by authorized personnel 
within our organization, as well as external service providers or partners involved in school 
operations, such as cloud hosting providers or educational partners. 

6. Cross-Border Data Transfers: In cases where data is transferred across borders, we ensure 
compliance with applicable data protection laws and regulations. This includes assessing the 
adequacy of data protection standards in the recipient country and implementing appropriate 

safeguards to protect the transferred data. 

7. Individual Rights: Individuals have rights regarding their personal data, including the right to 
access, rectify, erase, restrict processing, and object to the processing of their data. We provide 

mechanisms for individuals to exercise these rights and address any inquiries or concerns related 
to the transfer of their data. 

8. Updates to Privacy Notice: We may update this Privacy Notice from time to time to reflect 
changes in our data processing practices or legal requirements. We encourage you to review this 
notice periodically for any updates. 

Third Party Websites 

PROVIDERS PROCESSING ACTIVITIES 

ISAMs ltd Information Management system 

Century Tech,Jigsaw,Reading Eggs E-Learning Platform 

Microsoft (Outlook, Teams,sharepoint) Email,Learning and document management, collaboration, 
content sharing, and intranet creation.  

Purple Mash,Dance Mat Typing E-Learning Platform 

Sematime SMS Communication 

Firefly Learning Platform 

SparxMaths E-Learning Platform 

Whisper Anonymous Reporting  

Read Write Inc E-Learning Platform 

CPOMS Safeguarding and WellBeing Platform 

Evolve Trips Booking 

School Cloud Booking Platform 

Sparx Maths E-learning platform 

Elibrary Online platform for accessing digital books, reading materials, 
and educational resources. 

Unifrog University and careers platform for student guidance 

Cem Assessment and monitoring platform Testwise 

Oliver Cloud-based library management system 

  

  

  

  



  

 

 

Cookies: 

We utilize information collected from cookies to enhance your browsing experience on our website. Some 

cookies are essential for enabling you to navigate the website and utilize its features. Additionally, our 
website contains third-party cookies, the details of which are provided in our Cookie Register. You have 
the option to accept or decline third-party cookies upon your initial visit to our website or by following the 

instructions outlined in our Cookie Policy. 

Further Information: 

If you have any inquiries concerning the processing of your personal data for the purposes or if you wish 
to exercise your rights, please feel free to reach out to any member of our School staff at: 
dpo@peponihouse.sc.ke 

For complaints or escalations regarding your rights, you can contact the Peponi Schools Data Protection 
Officer at: 

Email: dpo@peponihouse.sc.ke 
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