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1 About this policy

At Peponi Schools, we recognise that digital technologies play a significant role in modern learning,
communication and daily life. Our educational approach seeks to integrate technology purposefully within
teaching and learning in ways that enhance pupil engagement, creativity, critical thinking and future
readiness. We aim to develop confident, adaptable and digitally literate learners who are equipped to
participate safely, responsibly and ethically in an increasingly connected world.

As a digitally progressive school, we are committed to ensuring that innovation is underpinned by strong
safeguarding, governance and risk management practices. We recognise that the increased use of online
platforms, artificial intelligence (Al), collaborative technologies, messaging systems and connected devices
creates both educational opportunities and safeguarding responsibilities. Peponi Schools therefore
maintains a proactive and child-centred approach to online safety, digital safeguarding and responsible
technology use.

Online safety is viewed as an integral part of the Peponi's wider safeguarding culture and applies to all
members of the school commmunity. This includes the use of internet services, Al-enabled technologies, email,
messaging systems, cloud-based platforms, digital communication tools, personal devices and emerging
technologies accessed both within and outside the school environment.

This policy sets out the expectations, responsibilities and standards for staff, pupils, parents, governors,
volunteers, contractors and visitors regarding the safe, appropriate and responsible use of technology across
Peponi Schools. It should be read alongside the School's Safeguarding and Child Protection Policy, Staff Code
of Conduct, Acceptable Use Agreements, Data Protection Policy, Behaviour Policy and Artificial Intelligence
(Al) Policy.

The School recognises that digital technologies and online risks evolve rapidly. While this policy cannot
anticipate every emerging scenario or platform, all members of the school community are expected to apply
the principles of safeguarding, professional judgement, responsible conduct and prompt reporting of
concerns when using digital technologies.

This policy applies across all Peponi Schools, including the Kabete Kindergarten (KK) and boarding provision,
and reflects Peponi's commmitment to maintaining a safe, respectful and well-governed digital environment
for all pupils.

2 Review Procedure

All staff are expected to raise any online safety, digital safeguarding or technology-related concerns
promptly with the Designated Safeguarding Lead (DSL), Deputy Designated Safeguarding Leads (DDSLs)
and the Deputy Designated Safeguarding Lead -Online (DDSL Online), as appropriate. Concerns relating to
pupil safety, harmful online behaviour, Al-related misuse, inappropriate digital conduct or emerging online
risks must be managed in line with the Peponi's safeguarding reporting procedures.

Peponi will maintain ongoing opportunities for staff discussion, professional reflection and safeguarding
dialogue regarding online safety, artificial intelligence, digital wellbeing and emerging technologies
through training, safeguarding updates and professional learning processes.

This policy will be formally reviewed at least annually by DSL and the DDSL- Online. The policy may be
updated at any time in response to:

= changes in statutory guidance or safeguarding expectations;

= developments in technology or artificial intelligence;

= emerging online risks or safeguarding trends;

= incidents, monitoring findings or safeguarding concerns;

= updates to filtering and monitoring systems;

= changes to school systems, platforms or digital provision;

= or recommendations arising from safeguarding reviews, audits or governance processes.




Online Saf‘ety P()]icy

3 Introduction to online safety

While digital technologies provide significant educational and social benefits, Peponi Schools recognises that
their use may also expose pupils and staff to safeguarding, wellbeing, privacy and reputational risks. Peponi
therefore adopts a proactive approach to online safety education, digital literacy and responsible technology
use.

As part of the Computing, PSHE and wider pastoral curriculum, pupils are taught to use digital technologies
safely, responsibly and critically. This includes developing the knowledge and judgement required to
participate positively in online environments, evaluate information thoughtfully and protect their wellbeing
and personal information online.

Pupils are supported in developing age-appropriate understanding and skills relating to:
= safe use of internet services and online platforms;

= responsible communication and online conduct;

= respectful behaviour towards others online;

= protecting personal information and digital identity;

= recognising, responding to and reporting online harm or inappropriate behaviour;
= cyberbullying and peer-on-peer abuse;

= age restrictions and appropriate platform use;

= healthy technology habits and digital wellbeing;

* evaluating online information critically;

=  recognising misinformation, manipulation and persuasive online design;

= respecting intellectual property and digital content ownership;

= understanding how search engines, algorithms and recommendation systems influence online
experiences;

= and using technology securely, responsibly and ethically.

Online safety education is delivered progressively from Year 1to Year 8 and is adapted to pupils’ age, maturity
and digital experiences. The curriculum is reviewed regularly to reflect evolving technologies, safeguarding
risks and online behaviours.

Peponi develops pupils’ Al literacy in an age-appropriate manner, particularly within Years 6-8. This includes
education relating to:

= generative Al tools and Al-assisted content creation;

= deepfakes and manipulated medig;

= misinformation and Al-generated false content;

= Al bias, hallucinations and inaccuracies;

= privacy and personal data risks;

= copyright and intellectual property considerations;

= ethical and responsible Al use;

= online persuasion and algorithmic influence;

= critical evaluation of Al-generated content;

= Al chatbots and Al companion applications;

= and the safeguarding risks associated with manipulative, harmful or age-inappropriate Al
interactions.
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Pupils are also taught the importance of seeking support from trusted adults and reporting online safety
concerns promptly. These areas are delivered progressively through the Computing and PSHE curriculum
frameworks, as well as delivered through expert external speakers to pupils at an age-appropriate level.

Peponi Schools recognises its responsibility to educate and support staff, parents and pupils in relation to
online safety, digital wellbeing and emerging technologies. Peponi provides ongoing guidance and
education through staff training, safeguarding updates, parent workshops, assemblies and curriculum
provision.

Staff training forms part of the Peponi's safeguarding and professional development programme and
includes:

= online safeguarding risks and emerging trends;

=  peer-on-peer abuse and cyberbullying;

= professional conduct onlineg;

= appropriate use of digital platforms and Al tools;

= consensual and non-consensual online behaviours;
= safeguarding reporting procedures;

= and evolving online safety threats, including Al-enabled risks and harmful digital content.

This policy and the Peponi's Acceptable Use Agreements apply to all school-owned and personal
technologies used within the school environment or in connection with school activities. This includes fixed
and mobile technologies, internet-enabled devices, communication systems, cloud-based services, Al-
enabled technologies and any device capable of storing, creating, accessing or transmitting digital content.
(see mobile phone policy)

4 Measures Taken

At Peponi Schools we have created a safe digital learning environment consisting of the following elements:

i. Web Filtering/Monitoring - Web filtering is handled by our firewall, it detects the user or device that
is logged in and applies the appropriate level of filtering. The different filters are 3-11, Senior School
(KS3 and KS4), Sixth Form and Staff. The categories that are blocked in each filter are decided either
by the Heads of School or a member of the relevant SLT. Please refer to the Appropriate Filtering and
Appropriate Monitoring sections for more details.

ii. Safesearch - Safesearch facilities have been enabled for the major search engines and streaming
media sites where possible. SSL (Secure Sockets Layer) Inspection is also enforced for pupil traffic
which allows secure content to be inspected to detect search terms.

iii. Port and Service Restrictions - Access has been given to only essential ports and services through the
firewall.

iv. App Control - There are several ways in which applications are restricted. The firewall has an
application filter that detects specific app traffic at web level. This has been locked down to prevent
pupil access to Proxy/VPN and Peer to Peer traffic. Our antivirus software also has an application filter
that prevents potentially malicious application traffic running from a PC or Mac. Our group policy
settings prevent apps being run from a user profile which helps prevent malware and ransomware.

v. Whitelisting- School-owned devices issued to pupils in Years 6-8 operate using a whitelisting
approach, meaning pupils can only access approved websites, platforms and applications authorised
by the school. This helps reduce the risk of pupils accessing inappropriate or non- educational
content outside of school whilst using a school-managed device and forms part of the school’s wider
safeguarding, filtering and monitoring procedures.
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vi. Mobile Device Management (MDM) - All pupil issued devices are managed and controlled by the
Peponi School's IT Department. All school devices are restricted so only approved apps can be
installed. These apps are approved by the Head or Deputy Head Academic.

vii. 9ine - supports the school in reviewing and assessing educational technology vendors, Al tools and
online platforms to help ensure they are appropriate for educational use and aligned with
safeguarding, data protection and compliance expectations.

This process includes consideration of:

» safeguarding and child protection risks associated with online platforms and Al technologies,

= data protection and privacy compliance requirements, including UK GDPR principles and relevant
data handling expectations,

» vendor security standards and data processing practices,

= Al-related safeguarding concerns, including generative Al, chatbots, deepfakes and emerging
technologies,

* age appropriateness and suitability for pupils,
= ethical and responsible Al use within an educational setting,

= and alignment with the school’s safeguarding, online safety and digital governance expectations.

Where appropriate, platforms and applications may undergo governance and compliance review processes
before approval for use within the school commmunity. This governance-led approach supports informed
decision-making and helps ensure that digital tools and Al systems used within the school are secure,
appropriate and supportive of pupil safety and wellbeing. This is led by the DHA, Digital Innovator and the
DPO.

5  Appropriate Filtering

Web filtering at Peponi School is via transparent proxy on the firewall. Web filter categories are agreed by
the heads of school. Requests for individual blocking or allowing of sites can be made by a member of staff
and checked by a member of the IT team, or websites can be requested to be reclassified into a specific
category directly with the firewall provider. If they are unsure on a particular site they will consult with the
DSL and/or DDSL Online.

At Peponi Schools we have identified the below inappropriate online content to filter, recognising that no
filter can guarantee to be 100% effective.

What we do:

i. Discrimination: We block the Discrimination category.
ii. Drugs/Substance abuse: We block the Drug Abuse category for all pupils.
iii. Extremism: We block the Extremist Groups category.
iv. Malware / Hacking: We block the Proxy Avoidance and Hacking category.
v. Pornography: We block the Pornography category.
vi. Piracy and copyright theft: We block the Plagiarism category for all pupils.
vii.  Self-harm: There is no specific category for Self-Harm in the firewall but all abuse categories are
blocked for all pupils.
viii.  Violence: We block the Explicit Violence category.
ix. Al-enabled platforms, generative Al tools and chatbot services that are considered unsafe, age-
inappropriate or incompatible with the Peponis safeguarding and educational expectations (see
Peponi's Al Policy)
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Further detail regarding safeguarding procedures, monitoring processes and acceptable use expectations
is outlined within the Peponi's Safeguarding and Child Protection Policy and Acceptable Use Agreements.

6 Appropriate Monitoring

Peponi Schools uses proportionate monitoring systems as part of its wider safeguarding, pastoral and digital
safety arrangements. Monitoring is intended to support pupil safety, identify potential safeguarding
concerns, promote responsible use of technology and help protect members of the school commmunity from
harmful or inappropriate online activity.

Physical Monitoring - Pupils in Kindergarten to Year 8 in the 3-13 environment are closely supervised and do
not have access to devices without a member of staff present.

Internet and Email Monitoring - All Internet and school email activity that goes through Peponi School
systems is logged. Reports of web activity (including search terms) are sent at regular intervals to the
Designated Safeguarding Lead (DSL) and the appropriate Deputy Designated Safeguarding Lead (DDSL).
Where pupils share devices, a device search terms report is also sent. The reports contain a vast amount of
information and detail so it is not feasible for all activity to be checked. However, if there is a particular concern
or issue raised about a pupil, their web activity (using the reports as reference) and email history will be
analysed. Random spot checks of users in the reports may be done for safeguarding and pedagogical reasons.

Active monitoring systems are used to help identify potentially concerning online behaviour and reduce
safeguarding risk. Automated email alerts are generated when pupils search for particular keywords or
attempt to access websites within identified high-risk categories. Alerts are reviewed by the DSL and/or
appropriate DDSLs, who will assess whether further investigation, pastoral intervention or safeguarding
escalation in line with the Safeguarding and Child Protection Policy is required, using web activity reports
where appropriate.

The safeguarding keyword list is reviewed regularly by the Safeguarding Team and informed by current
safeguarding guidance and emerging risks.

Due to the volume of alerts generated, including those received outside school hours and term time, alerts
are reviewed on a proportionate and risk-assessed basis and do not provide continuous real-time monitoring.

7 Responding to Emerging Digital Safeguarding Risks

Peponi recognises that deepfake misuse, Al-generated imagery and manipulated digital content may
constitute bullying, harassment, sexual harassment, peer-on-peer abuse or wider safeguarding concerns
depending on the context and nature of the incident.

Any concerns relating to harmful digital content, Al-generated imagery, impersonation, manipulated media
or inappropriate online behaviour must be reported promptly in line with Peponi's safeguarding reporting
procedures. Responses to incidents will be risk-assessed and managed proportionately, with safeguarding
considerations remaining central to decision-making.

Where incidents involve explicit or potentially harmful imagery of a pupil:
= staff should not request, forward, download or redistribute the content;

* unnecessary viewing or sharing of harmful material must be avoided,;
= concerns must be reported immediately to the DSL and/or appropriate DDSL;

* and safeguarding procedures outlined within the Safeguarding and Child Protection Policy must be
followed.

The Peponi's may, where appropriate, work with parents, online platforms, external agencies or safeguarding
services to support the removal of harmful content, protect pupils and manage ongoing safeguarding risk.
This may include seeking support from specialist reporting or image-removal services where appropriate.
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Staff should preserve relevant evidence proportionately and securely without resharing harmful material
unnecessarily. Concerns, actions taken and safeguarding decisions should be recorded in line with the
Peponi's safeguarding recording procedures.

Support for pupils involved in online safety incidents may include pastoral support, wellbeing interventions,
counselling, ELSA provision, parent engagement, digital safety education or referral to external support
services where appropriate.

Emerging digital safeguarding concerns may include, but are not limited to:
= cyberbullying and online harassment;

= peer-on-peer abuse facilitated through digital platforms;

= sexualised behaviour onlineg;

= coercion or manipulation through online interactions;

* inappropriate image sharing;

= Al-generated abuse or impersonation;

= deepfakes and synthetic content;

* manipulated imagery or synthetic voice content;

= misinformation and harmful online influence;

= reputational harm caused through digital content;

= emotionally manipulative Al chatbot or companion applications;

= and radicalisation risks linked to algorithms, recommendation systems or online communities.

Peponi Schools may utilise recognised safeguarding, reporting and educational resources where
appropriate. Further guidance and external support resources are provided at the end of this policy.
Operational procedures relating to online safeguarding incidents, including manipulated imagery, synthetic
content and Al-generated harm, are detailed within the School's Safeguarding and Child Protection
procedures and associated DSL operational guidance documents.
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8 Roles and responsibilities

The Headteachers and Board of Directors have the ultimate responsibility to ensure that the policy and
practices are embedded and monitored. All members of Peponi School commmunity have been made aware
of who the DSL and the DDSLs are. Any online safety concerns will be logged through the Peponi Schools’
reporting systems, and they will be actioned as necessary.

Flowchart showing action to be taken in the event of concerns over a pupil’s online use

Staff member, parent/carer or member
of public has concerns over a pupil’s

online use

Designated Safeguarding Lead

Concern deemed minor
and recorded in the
safeguarding incident
folder

Concern deemed major and raised
with member of the Senior
Leadership team. Head of School
and parents/carers are informed

Concern doesn't
require immediate
action

Digital leader/IT manager
notified of logged concern

Concern requires
immediate action

Concern passed on to Designated
digital leader/IT person
manager to record in investigates
e-safety concerns log appropriate
and to review action

Appropriate action
carried out by School

Immediate
action required
from designated
person

No further action required

Concern is Safeguarding issue
logged and requiring immediate
requires no contact with police
further action or social care

Appropriate school
sanctions/support
carried out
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8.1 Peponi School’s Responsibility

As stated earlier, online safety extends beyond internet use alone and includes the safe, responsible and
appropriate use of digital technologies, online platforms, commmunication systems and emerging
technologies, including artificial intelligence (Al).

i. The DSL and DDSLs may seek support and advice from external safeguarding agencies, including
CPAN and other relevant organisations, where appropriate.

ii. The DSL and DDSLs, alongside relevant members of the leadership, IT and digital safeguarding
teams, will oversee the implementation and review of online safety arrangements, support staff
training and remain informed about emerging online safeguarding risks, technological
developments and relevant safeguarding guidance.

iii. Peponi Schools will review this policy regularly and formally on an annual basis to ensure that it
remains current, effective and responsive to evolving technologies, safeguarding expectations and
emerging digital risks.

iv. The Peponi’'s IT and digital safeguarding teams will work alongside safeguarding and school leaders
to review and maintain appropriate filtering and monitoring systems in line with the Peponi’'s
safeguarding responsibilities.

V. Peponi Schools will investigate concerns relating to inappropriate online behaviour, safeguarding
risks or breaches of acceptable use expectations where appropriate. Incidents and concerns will be
managed proportionately and in accordance with the School's safeguarding procedures and relevant
policies.

vi. Peponi Schools will continue to educate pupils, staff and parents about safe, responsible and age-
appropriate use of technology and online platforms, both within and beyond the school environment.

vii.  Pupils and staff will be supported in understanding how to minimise online risks, respond safely to
concerns and access appropriate support or reporting routes where required.

viii.  All staff are required to read, understand and sign Peponi's Technology Acceptable Use Policy and are
expected to uphold professional standards of conduct when using digital technologies and online
platforms.

8.2 Implementation

No policy can protect pupils without effective implementation. It is essential that staff remain vigilant in
planning and supervising appropriate, educational ICT experiences. Online safety awareness is an essential
element of all staff and volunteer induction. Training is therefore delivered to cover the following points:

i. Pupils should be reminded of their responsibilities whenever they are using the Internet, both in
terms of the Acceptable Use Policy, in navigating social media and the internet generally safely
themselves, and in how to recognise and report cyberbullying and peer-on-peer abuse directed at
themselves or others.

ii. Ensuring all staff, pupils and parents know how to report an incident of concern regarding Internet
use, as well as what specific concerns may look like in a digital context.

iii. A member of the relevant SLT approves the Peponi Schools’ web filtering configuration.

8.3  Responsibilities and Expectations of Peponi Staff

Information technologies are developing rapidly and can leave staff unsure of best practice or how to discuss
online safety issues with pupils. There will be additional online safety training provided through twilight
training sessions run after school and on whole staff INSET days. New and relevant information, which needs
to be brought to the attention of all staff immediately, will also be incorporated into safeguarding briefings.
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Staff Training and Awareness

All staff will receive regular online safety and safeguarding training appropriate to their role, including
training relating to emerging technologies, artificial intelligence (Al), phishing, cybersecurity and
digital safeguarding risks. Online safety and digital safeguarding training will form part of the Peponi's
safeguarding and professional development programme and may include external training providers,
online learning platforms, safeguarding updates and whole-school training opportunities. Relevant
staff may undertake additional specialist training relating to Al safeguarding and emerging
technologies, including recognised courses such as the National College Top-Up Certificate in Al
Safeguarding for Staff.

All staff shall sign the Staff Technology Acceptable Use Policy on appointment and re-sign the policy
where significant amendments are made. Staff understand and accept that Peponi Schools may
monitor network and internet use to help ensure staff and pupil safety.

Digital communication platforms, including email, messaging services and social media, provide
additional channels of communication between staff, parents and pupils. Staff must maintain
professional boundaries at all times and only use approved Peponi Schools’ systems and
communication platforms when communicating with pupils or parents. Personal contact details must
not be shared, and communication through personal accounts or unofficial channels is not permitted.

Staff must never send, request or engage with content that could be considered inappropriate or
unprofessional. Any concerning or offensive content received by a member of staff must be reported
promptly to the DSL or DDSL in line with the Peponi’'s safeguarding procedures.

In limited circumstances, it may be appropriate for staff to use a personal mobile device for work
purposes, such as emergency situations or urgent parental communication. Where possible, this
should be agreed in advance with a DSL or member of SLT. Staff should ensure that personal contact
details remain protected and that appropriate privacy settings are applied where necessary.

Staff must maintain appropriate professional boundaries online and must not accept or initiate social
media connections, follows or similar interactions with pupils whilst there remains a professional
relationship. Staff should exercise caution and professional judgement when interacting online with
former pupils, taking into consideration the age and vulnerability of the individual. Staff must ensure
that their personal online presence and use of social media do not place themselves, pupils or Peponi
Schools at reputational or safeguarding risk. Staff should exercise professional judgement when
engaging with online communities, discussion platforms or interactive digital environments and must
not engage in online interactions with pupils outside approved professional channels.

Staff should be aware that pupils may be subject to child-on-child abuse, cyberbullying or harmful
online behaviour both in and out of school. Any concerns disclosed to staff or identified through online
activity must be reported promptly to the DSL or DDSL in line with the Peponi's safeguarding
procedures. Staff must not investigate safeguarding concerns independently or ask pupils to do so.

Protection of Peponi accounts, systems and data is essential. Further guidance is provided within the
Technology Acceptable Use Policy for Staff.

School staff may confiscate digital devices, including mobile phones, where they are being used
inappropriately, causing disruption or used in a manner that breaches the Peponi's Behaviour, Anti-
Bullying, Safeguarding or Acceptable Use Policies.

DSL Online

DSL Online will work alongside the DSL and DDSLs to support the Peponi’s online safety, digital
safeguarding and Al awareness provision.

DSL Online will attend regular DSL safeguarding meetings to share relevant updates relating to online
safety trends, filtering and monitoring findings, emerging technologies and digital safeguarding
concerns identified within the school community.

10
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DSL Online will support the analysis of filtering and monitoring reports to help identify emerging
patterns, risks or safeguarding concerns requiring further review or intervention.

DSL Online will support communication and awareness across the school community regarding online
safety, digital wellbeing and emerging digital risks. This may include safeguarding updates, parent
engagement opportunities, workshops, targeted communications for specific year groups and an
online safety newsletter issued at least termly.

Communications may include guidance relating to online safety concerns, social media trends,
phishing, cybersecurity, artificial intelligence (Al), harmful online content and strategies to support safe
and responsible technology use.

DSL Online may support the Peponi's response to specific online safety incidents, including incidents
involving emerging technologies, manipulated media, artificial intelligence (Al) or harmful online
behaviour, in line with the Peponi's safeguarding procedures.

DSL Online will help promote awareness of online safety, artificial intelligence, phishing, cybersecurity
and emerging digital safeguarding risks across the school community.

IT Department Responsibilities

The IT Department is responsible for maintaining and managing the Peponi's web filtering systems on
all Peponi Schools' devices whilst onsite, in collaboration with safeguarding and school leadership
teams.

The IT Department will support the Peponi’s filtering and monitoring arrangements by maintaining
appropriate technical safeguards, security systems and device management processes.

The IT Department will work alongside the DSL, DDSLs and DSL Online where safeguarding concerns
relating to online activity, filtering, monitoring or emerging technologies are identified.

The IT Department will support the investigation of online safety incidents where appropriate,
including incidents involving cybersecurity, phishing, account misuse or harmful online content.

The IT Department will help ensure that school systems, devices and online platforms are maintained
securely and updated appropriately to support the Peponi’'s safeguarding and cybersecurity
responsibilities.

If a member of staff suspects that a pupil is viewing, accessing or sharing inappropriate, harmful or illegal
content, this must be reported immediately to the DSL or DDSL in line with the Peponis safeguarding
procedures. Staff must not investigate safeguarding concerns independently. Staff should exercise caution
when dealing with potentially harmful or inappropriate digital content and avoid unnecessary viewing,
sharing or downloading of such material. Any accidental exposure to harmful or illegal content must be
reported immediately to the DSL or DDSL.

Any allegation of inappropriate behaviour by a member of staff must be reported immediately to the relevant
SLT and managed in line with Peponi Schools' safeguarding procedures.

Related Policies:

Risk Assessment Policy for Pupil Welfare
Safeguarding and Child Protection Policy
Behaviour Policy

Anti-Bullying Policy

Al Policy

Mobile Phone Policy

n
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Further Support and Guidance Resources

Take It Down - support for the removal of explicit or harmful imagery involving young people.

Educate Against Hate - Online Radicalisation Resources - guidance and educational resources
relating to online radicalisation, extremist content and safeguarding concerns.

NSPCC - Talking to Children About Al - guidance for parents and schools on Al chatbots, generative
Al, Al-generated content and online safety conversations with children.

12
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